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“Titles rated T (Teen) have content that may be
suitable for ages 13 and older. Titles in this
category may contain violence, suggestive themes,
crude humor, minimal blood, simulated gambling,

and/or infrequent use of strong language.”
https://www.xbox.com/en-US/games/gameratings

Warning:
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Name:
Alias: ANNA LYZER, TYRA D MUMM
Occupation: FINANCIAL AID DIRECTOR
Knowledge Rating: APPRENTICE

Special Skill: EXCEL & COLLEAGUE NERD
PRESS “Y” TO INITIATE RULE WRITING

Weakness: HER KIDDOS & BAKED GOODS

4 : |
Name: SUSAN STEPHENSON WWM?@R' P &'@W Known To:

Alias:

Occupation:
Knowledge Rating: LEGENDARY

Special Skill: KNOWING ALL THE THINGS
PRESS “Y” TO INITIATE REGULATION RECITATION

Weakness: EASILY DISTRACTED BY CATS
Known To: HORDE CHIPS & SALSA

Main Quedt Objectives

TUTORIAL & TRENDS

HAVE A QUESTION? GO AHEAD AND
ASK! WL ARL ALWAYS LOOKING TO
GAIN MORE XP BY FULFILLING
OPTIONAL OBJECTIVES,

I'M NOT
PROCRASTINATING

EXAMPLES

STRATEGIES & BIST PRACTICES
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Tuloviaf & Trends

Me: Walks over video game fire to see if
it does damage

Fire: *does damage*

Me:

Woman admits bilking $5M from

— Department of Education in ‘straw
,
— students’ scam
. - — o Cynthia Denise Melvin, 59, pled guilty to conspiring with dozens of ‘straw
Th(‘ FxFSS\ FI'ZIU(I E(_‘Ol]()lny: 5[()]6‘[] I(If‘l]t ities .xn(l st;.,xclenrs' to sltea! millionasﬁ'am th:iD:parmenrofEdltcation :'nfederalsrLudent
) e ) loan aid. She faces up to 20 years in prison.
LOS‘ ‘\ ll“lOﬂh Michael Loria and Krystal Nurse USA TODAY

By Dr. David Maimon, Contributor. © Fraud Insights at SentiLink & A Professor .. v Feb. 26, 2025, 10:54 p.m. ET

Published Aug 26, 2025, 03:150m EDT, Updated Aug 27, 2025, 09:25am EDT

Baton Rouge man who masterminded $1.8M student loan
scam gets 11 years in federal prison

Fu RTU N E s sorre 02 Federal college aid seams soaring, ‘easy’ to get
money online with phony student applications

3 ]
GhOSt Students are California’s community colleges have lost at least $18 million in aid since 2021, thoug}
hij aCking mi“ions fl‘om the actual total could be much higher since colleges were not as skilled at identifying

CYBERSECURITY- SCAMS

fraud early in the pandemic as they are now. Most of the stolen funds are federal aid,

colleges—and locking real T

human students out of e e B TEis o

classes o BY AMANDA GERUT financial aid director i A Fund® 1
NEWS EDITOR, WEST COAST indicted for alleged fraud L B e

5 FINANCIAL AID DIRECTOR INDI
lichael Garcia . FORMER TEXAS COULEGE EMPLOYEE ACCUSED OF FRAUD

June12,2025at 7:27 AMEDT : 5 P
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iz WHAT IS FRAUD?

- The wrongful or criminal deception intended as to result in financial or

personal gain. This includes false representation of fact, making false statements, or by
concealment of information.

WASTE - Thoughtless or careless expenditure, mismanagement, or abuse of resources

to the detriment of the U.S. Government. This also includes incurring unnecessary costs

resulting from inefficient or ineffective practices, systems, or controls.
This i dubjective.

> ABUSE - Excessive or improper use of a thing, or to use something

ina manner contrary to the natural or legal rules for its use.
This i subjective.

il TYPES OF FRAUD

- Fraud committed by school officials vs outside threats

ADMISSIONS - Fake apps, fake address/email/phone #, falsified transcripts, test score

manipulation, goal of getting school credentials; the first step in accessing system for
additional fraud

ENROLLMENT - Fake studentsin classes (have to be enrolled for FA disbursement),
falsified degrees/diploma mills, fraudulent certifications, distance ed schemes

~ Rising threat of fake degrees and

certificates, Al-created docs
O  Havea bachelor’s degree/not having a bachelor’s degree
O  High School Diploma/GED/Homeschool
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il TYPLS OF FRAUD ( CONTINUED)

- “Ghost students,” “Pell Runners,” identity theft, fraud rings, false

financial information

0  Dependent/Independent, fake marriages, sham guardianships, bogus residency claims
Income/asset misreporting (YouTube commercial: “Cut your SAl in half with this one simple step...”)
COA/SAP document or appealfalsification
Improper use of funds, tuition refund fraud through drop/add abuse
FWS fraud, misreporting time
Loan fraud, cosigner fraud

> SCHOLARSHIPS, OTHER AlD - Datafabrication/falsification,
plagiarism (including self-plagiarism), “paper mills,” failure to
report changes in eligibility, not disclosing other awards,
COA and disability fraud.

dy: WHY FRAUD?

$120.8 Billion

* In grant, work-study, and loan disbursements

9.9 Million

* Students who receive federal aid annually

17.6 Million
* FAFSA completed each year




3/23/2026

b2 EMERGING & EVOLVING

- Use of Al tools to generate falsified documents, essays,
or SAP appeals; emerging Al-detection tools.

> CYBERSECURITY VULNERABILITIES - FAFSA login theft, phishing of aid staff,
hacking into SIS/ERP systems.

> FRAUD RINGS - Coordinated groups targeting
community colleges and open-admission institutions.

valy o EMERGING & EVOLVING

— Fraudsters exploiting distance education programs,
differences in state docs (do YOU know what all driver’s licenses look like?!?).

— Blending real and fake data to create new, fraudulent
student records.

N :
- You had one job...
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Forwarded from .umannun \ \m@™/ J y) FAFSADEALS
August 4 at 10:42AM - @

DM FOR FAFSA WITHDRAWAL AT GOOD RATES 120 %
eee .
# FAF AN
eee |

US. DIPARTMENT OF EDUCATION INBOX

FEDERAL STUDENT AID e
Y FAFSA 2028~ UPDATED BankMobile L~ arsements 2
Your $2,586.00 from £

v‘//uxca DEAL $10K - $70K Your school may have money for you..
FAST APPROVAL IN 24 - 72 HOURS

JND NEED OF ID.ME

«NU NEED OF SELFIE VERIFICATION

BankMobile Disbursements _ 2:42 AM

FAFSA PDF TUT $300 Your $1,980.99 from
Your school may have money for you..

FAFSA -PACKAGE $600

Treesvaly: HOW IS IT SO EASY FOR FRAUDSTERS?

: e Fafsa application and cashouts

LINCOLN o ng Manasseh - May 27 - @

_ Fullz (Full Information)USA ==, the UK EE, Canada I+,
Australia &8, and Germany ==
- DL Front/Back with SSN 577
- All States, Any Age, Gender L2l \-;-/ )
- Selfie Photos g
FAFSA FULLZ WITH HIGHSCHOOL INFO AVAILABLE

Reach out for

1 FAFSA fuliz fully matched (Replaceable)

2 FAFSA US highschool transcripta/test scores
3Fuliz ->Selfie holding 1D + DI front & Back + SSN
4.US Numbers-> For calls & messages

S.S5abcjre ssdential proxy

6.All Countries IDS/OLs

7.HD Selfies, Selfie holding ID

8.Passports with scannable MRZ

Iil Business Fullz:
- EIN Number ([5)
- Tax Documents =
- Employee Details = @»Welcome to Auto Sales Bot Full Info - Monkey Express @
- Business Documents Il

Why Monkey Express?

(O Fresh USA Fullz: Wide range (Full Info+SSN, CR+CS, Full Info with DL, Scan
- High-Quality DL Front/Back Photos *“s#i  pocument and others);

- SSN Card Photos | %, Unused for the FAS AID(FAFSA) program
- Bulk Orders Available i

- Low Utilization Rates -\ Only quality and fresh material;
Sale exclusively in 1 hand;

Escrow accepted Availability of young material 1997-2006;
A wide selection on your criteria, which is not in any other
service;




The Real Deal
“WHY SO SLRIOUS?”
BOSS LIVEL: &5 &5 ch b &

DROPS: Legendary

ALIAS: Pyychopathic Clown
Prince of Crisme (1MDB)

Raid icons created by gravisio - Flaticon

"Video games
Cause violence"

Frawd Expectation

| have never in my life seen a more
devastating insult

f;& anja

your man looks like he drops common loot
when defeated

What You Cet
HOW ARE THEY GONNA KNOW?

BOSS LEVEL: N /A

DROPS: Corurmon, bek
MW\H e (oot poo(
ALIAS: Joe Kerr (Gary)

Me thinking about
what | should name
my llama in minecraft

3/23/2026



Reputational Damage
Operational Disruptions
Enrolilment Impact

Additional Security Risks

Financial Repercussions
Academic Integrity and Credibility

Campus Culture

BOOTS TOO HEAVY TO SWIM

IN?,

\. ‘\ ™\

BETTER'PUT THEMIN MY
POCKET

JMemegenerator.net
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PROBLEM”

CHECK OUT THL
HANDOUT FOR MORE
DETAILED MISSION
INFORMATION !




Responve & Requiresaendh: ADMINISTRATIVE CAPABILITY

> Aschool must refer to the Department’s Office of Inspector General (OIG) any credible
information indicating that an applicant for federal student aid may have engaged in
fraud or other criminal misconduct in connection with his or her application.

A school must also refer any credible information indicating that any

of the institution that acts in a capacity that involves the
administration of Title IV programs, may have engaged in fraud, misrepresentation,
conversion or breach of fiduciary responsibility, or other illegal conduct involving the Title
IV, HEA programs.

RCMEMBER THAT FRAUD IS THE T0 DECEIVE
AS OPPOSED TO A miistake.

Resporse & Requiresaerity: OFFICE OF INSPECTOR GENERAL

The Department of Education’s OIG receives 300-500 complaints each month via their
hotline; up to half are related to federal aid.

MAKE SURE YOU REPORT YOUR “BUGS”

TS 18MINS OFASTATIC'

im3Toco

Institutional mIneligible m Identity Theft m Discharge or Repayment

OIG Perspective Report: The Importance of Strengthening Internal Controls in Federal Student Aid. (December, 2024)

3/23/2026
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Redponse & Requiremuertts: OFFICE OF INSPECTOR GENERAL

Between 2016 and 2023, a North Max =entence or Three levels of access to school:
$5 Million Fraud Ring/ Carolina woman organized, led, and 0 et admissions, registration, and financial
i i} cengy s thgft conspired with a ring of 70+ “straw $253’|< finé aid. App import red flags,

¥ students” to apply for admission and aid s enrollment/attendance validity,
: : > restitution
at multiple community colleges in NC.

aid verification processes.
Two different California cases where Prison

: ringleader(s) obtained PII purchased sentences,
$§I11Ms§:r?15 ifj?r?gtmphgesf{ through a broker or known to be of supervised
Y prison inmates. Refunds sent to bank release, fines,
accounts controlled by ring. and restitution

Early detection in admissions app
stage is key; look for same IP,
email, home addresses; same bank
accounts; monitor and verify online
registrations and engagement.

: : F i f
S e e LI 01D e Six-year prison institutri?)?ld s?gct%:f:ac:':t?:\f:i:temal
’
$48M loan _student loan borrswers_ to offer loan term, three controls that would have prevented
: Repayment discharge through “special government years e e
discharge rogram” for a fee, but in reality, the ised st BN EVEL SCNoos cai
scam Sealll prog ' Yo Supervise increase student communication and
scammer sent false VA letters to ED release, nearly

S e e education around loan repayment
claiming total or permanent disability.  $1M restitution options, valid servicers, etc.

Case studies from OIG Semiannual Report to Congress, No. 85 (April 1, 2022-September 30, 2022) and No 89 (April
1, 2024-September 30, 2024). oig.ed.gov/resources/congressional-reports

Response & Requiresnenty: OFFICE OF INSPECTOR GENERAL

Category Summary Control?

From 2009-2022, a former grad school assistant B .
dean along with two other employees ran various & " Autfhorlzagon{apprpval
scams against their school, including: directing a o thice Saicgtal S'é'_"tvo'cg‘g
school vendor to pay the employees as if they St Fr_ocesses,:re_ It cargitise
Internal worked for the vendor and directing vendors to Y pellisl=sy [shledi i) [Bless s
$1.3 : ; : prison, two reconciliations, third-party
i embezzlement order gift and prepaid debit cards. Vendors were : ; :
Million+ S P z 3 years servicer vetting and review,
scheme then “reimbursed” via false invoices sent to the supervised assessment of servicer efficacy
school; misusing the dean’s and school’s credit cards R - : d el é
for gift and prepaid debit cards and other relae:ase, racinl:t?tl?tigr?os:p[::;iisrnsif or
unauthorized purchases; and opening a shell entity Tt urchase/a : roval functions
that invoiced for services never rendered. restitution P /2pp
oehiln Former student falsified FAFSA info and documents Verification of admission and
government LA - : ¢ : E ition of
Eanant Ineligible claiming high school graduation at three colleges in  Probation financial aid info and docs;
el studgent Arkansas. She also fraudulently received SSA and review of diploma.
$67K g benefits for claiming an intellectual disability while restitution 34 CFR 668.16(p)
b El also serving as representative payee for family.

Case studies from OIG Semiannual Report to Congress, No. 85 (April 1, 2022-September 30, 2022) and No 89 (April
1, 2024-September 30, 2024). oig.ed.gov/resources/congressional-reports

11
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Redpornde & Requiremwents: 016 RESOURCES

OIG Perspective Report: The Importance of Strengthening Internal Controls in Federal Student Aid. (12.19.2024).
oig.ed.gov/reports/other/oig-perspective-report-importance-strengthening-internal-controls-federal-student-aid

U.S. Department of Education: Office of Inspector General. Read Latest News for recent cases. oig.ed.gov/

U.S. Department of Education: Office of Inspector General. Semiannual WHAT IF ANIGERIAN PRINCE
Reports to Congress: oig.ed.gov/resources/congressional-reports

Contact the OIG Hotline to report ANY suspected mismanagement
or violations of laws and regulations involving federal funds or programs:

oig.ed.gov/oig-hotline

Phone: 1-800-MISUSED (1-800-647-8733)

Online complaint form )
Email: OIG.HOTLINE@ED.GOV

Fax: 202-245-7047

400 Maryland Avenue, SW, Washington, DC 20202-1500

, o
Find the OIG Special Agent in Charge in your geographic area nEnll&'. "EH]S M_mf‘liii!p?

Responde & Requiremients

IN STUDENT AID TO PROTECT THE AMERICAN
£ TAXPAYER; 52675 PRLSS RELIASE

(APP-25-16) SIGNIFICANT ACTIONS T0
PREVENT FRAUD THROUGH IDENTITY
VLRIFICATION:

6625 LLECTRONIC ANNOUNCEMENT

s 11125 PRESS RELEASE

ALL OF YOUR
VA/\5 VERIFICATIONS
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slaughterkeys. fumblr.com

TosToT e
chool Name: Yuena High School Student Information Stephen Shitz
HIGH SCHOOL TRANSCRIPT Hocme Adsress: 9
(Grades 9-12)
Ex * TRANSCRIPTS
28 Graduation Date: s
Total Credits: 26.0 Class Rank. 11 of 400
ewice Yiama Union High School Distic Cumulative GPA: 3.7 Percantie TI8%
Mo/Yr Course Title Final Credits Girade Ma/Yr Counse Title o
Grade Eamed Level G et Name: Yuma High School Student Information David Ayala
COURSE STUDY COURSE STUDY
0608 English 9 B 82 1 09 06710 English 11 B! HIGH SCHOOL TRANSCRIPT Hioens Acroe
06208 Business Math B 84 1 0 06/10 Geometry C Toctoct sdbren (Grades 9-12)
0608 Geography cm® 1 9 06/10 Intro Physics/Chem Bt
0608 Dance/PE A 100 1 09 10 Journalism A
0608 Fashion Industry A% 1 0 06/10 Computer Applications B
0608 Culinary Skills B 85 1 09 06110 Dance/Drill Team A Ischoot Tekeohone (928) 502-5¢ Graduation Date:
06/08 Business Mgmt B &3 1 09 06/11 U.S. History Al Total Credits: 26.0 Class Rank 11301400
et Yoma Union High School Disyic 3PA: 3 Percanie 178
Total Credits 7 GPA: 3.49 Cumulative Credits 7.0 | Total Credits 7.0 GPA: 352 s Yo Linios s Rl (chaich Dot Clletve OFA- 3.3 v
COURSE STUDY COURSE STUDY
English 10 A9l 1 10 1 1 B
. 2 1 10 05 n U.S. Government B | Moryr Course Title Final Credits Grade Mo/Yr Course Title Final Credits  Grade
unw Algebra | A9
0609 \\nrld History B8O 1 10 |osm Feonomics B Grade E Level Grade E Levd
0609 BCIS A% 1 10 osm Math Models C B
06/09 Biology/Lab B&4 1 10 [osm English B DY COURSE STUDY
0609 Dance A 100 ! 10|05/ Ethes A 0608 English 9 B 82 1 09 06110 English 11 B3l 1
0609 Specch 101 A% 0.50 10 | 0s/11 Dance/Drll Team A | 0608 Business Math B 84 1 09 06/10 Geometry Ccs 1
0609 Health A 98 0.50 10 06/08 Geography ol 1 09 0610 Intro Physics/Chem B 86 1
0608 Dance/PE A 100 1 ] 610 Journalism AR 1
Total Credits 7 GPA: 3T Cumulative Credits 14.0 Total Credits § GPA:3.27 0608 Fashion Industry AU 1 09 06/10 Computer Applications B 86 1
06/08 Culinary Sklls B &S 1 (] 0610 Dance/Drill Team A 100 1
0608 Busincss Mgmt B &3 1 9 06/11 U.S. History A% 1
Same Classes Total Credits 7 GPA: 349 Cumulative Credits 7.0 | Total Credis 70 G Cumulative Credits 21.0
JRSE STUDY COURSE STUDY
Same Grades g 0 Y b1 sw 1w
. Algebra | A ')" 1 10 > B 82 0s 12
CGPA Computat|0n Errors Warld History B &9 1 10 Economics B 81 05 12
BCIS A4 1 10 Math Models c70 1 12
. . . 0609 Biology/Lab B&4 1 10 English B %7 1 12
Missing Graduation Date & DOB 609 Dmce A 100 i i0 Eibes Ao os 1
0609 Speech 101 AN 0.50 10 Dance/Drill Team A 100 1 12
Other miscellaneous errors dia i =
Total Credits 7 GPA: 3.69 Cumulative Credits 14.0 Total Credits § Cumulative Credits 26

13



HiGH School

L TRANSCRIPT

STUDENT INFORMATION
FuLL NaMe: Jane Doe

ADDRESS: 123 Diamond St.

Orlando, FL 12345
PHONE NUMBER: 555-555-5555
DaTE oF BirTH: 01/01/2000
PARENT/GUARDIAN: John Doe

fes: TRANSCRIPTS

> Online Generated

NAME: Homeschool
AppREess: 123 Diamond St.

ScHooL INFORMATION

Orlando, FL 12345
PHONE NUMBER: 555-555-5555
EMAIL ADDRESS: jane.doe@ gmail.com

ACADEMI

p Didn’t Calculate GPA for one B Grade

c RECORD

ScHooL YEAR: 2009-2010  GRADE LEver: 9"

Credit  Final

> Check out the Phone Number and DOB

Course Title Earned  Grade
1.0 A
o TikTok 10 A
Biology w/lab 1.0 A
American History 1.0 A
1.0 A
Martial Arts [ 0.5 A
0.5 A

Total Credits: & GPA: 40 Cumulative GPA: 40

ScHooL YEAR: 2010-2011
Course Title

English 10
Algebra Il
Chemistry w/lab
World History
Latin I

Martial Arts 11
Piano

Total Credits: & GPA: 40

GRADE LeveL: 107

Credit
Farned

Final
Grade

>r>r>>>

Cumulative GPA: 4 0

SctooL YEAR: 2011-2012 GRADE Lever: 117

Credit  Final
Course Title Earned " Grd
=0
1.0
Marine Biology w/lab 1.0 A
American Government 0.5 A
0.5 A
1.0 A
Web Design 1.0 A

GD@ Cumulative GPm

Total Credits: &

ScrooL YeAr: 2012 - 2013

Course Title
English 12
Calculus

Physics w/lab
Photography
Yearbook

Driver's Education
Studio Art

Piano

Total Credits: 6 GPA: 4.0

GRADE LeveL: 127

Credit
Farned
1.0

Final
Grade

>EE2B>>>

Cumulative GPA: 4.0

ACADEMIC SUMMARY GRADING SCALE

Cumulative GPA: 4.00 90 - 100 = A
Credits Earned: 24 80-89=8B
Diploma Earned: yes 70-79=C
Graduation Date: 6/8/2013 60-69 =D

59 — below = F

“me debating myself on whether or not i should make a fake account just to
post comments on my videos” fathermaryyy 2020-3-24

academic studies of 2009-2013.

Signature:

Title: Principal

Date:

1 do hereby self-certify and affirm that this is the official transcript and record of Jane Does in the

27

DIPLOMA

Central Bigh School

Howbhere, Arizona
This Certifies that
Jobn Smith
having satisfactorily fulfilled the requirements prescribed by the

Board of Education for grabuation from the High
Sthool, is presented with this

Diploma

®iven this First bap of Januarp, Nineteen Hundred And Qtlm}tp Rine

3/23/2026

14



Exarmples: 8 CARDS

Similar, digital signatures

Black line crossing the “S” in the word “Administration”

Void in “NIS” lettering in the word “Administration”
Void in signature line
Same issuance date

DRIVER’$ LICENSE

Several IDs received with the same picture
Picture is too “crisp”

Signature is a font

Travel IDs were not issued until 2017

In this batch, every single person was 5’5"
and 140 Ibs

Hair can be dyed, but both of these say

3/23/2026

©@.NE WILL SUSPers ' I}{HHN]@

3 b T 3
Tis wu.5— n.Usﬁ-,-,g. torom

ST E:P/H\ﬁHSH ELTZ

USA

green eyes and black hair?

Batch fake
licenses and
wood rooms for
a fire-breathing
dragon =
Definitely going

PIIIHAEIII.Y MADE OF WOOD toworkoutfine

DRIVER LICENSE _ USA
-\.?

mmsasa

17 WGT 140 Ib

] Ul A e BN

5 DD 832M03292C7882HT

15
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DRIV[R ’ S I_IC[NS[ - AL p DRIVER LICENSE

- ‘ H63832863

Height and Weight v i i e
j St | . SARAHE
Head cut off P | oo swerr s on
. . MARICOPA, A7 85138

Font for signature; one-name in = e G035 w101
signature (and it’s not Prince or IR aux . werees:

== '} 60 Ib
Madonna...)
Same face, different hair; one born in it i

1989, one in 19637

03/23/89

DRIVER LICENSE

< K89381930
NONE 04/14/1963

FERNANDEZ

MYRIAM

6200 N ORACLE B

TUCSON, AZ 85704
04/14/2025 0/17/2020

IDENTITY THEFT IS y,  hor iz

58 Ib

NOT A JOKE Jim! P 04/14/63

T264PQIS2F9104M3

CALIFORNIA DEPARTMENT OF MOTOR VEHICLES
**TEMPORARY DRIVER'S LICENSE**

DRIVER’ S LICENSE  F=%

Submitted Paper Driver’s Fsao778 — S
License ISSL'E 2o
Issue Date was from over a

‘THIS LICENSE IS ISSUED AS A LICENSE TO DRIVE A MOTOR VEHICLE; IT DOES NOT ESTABLISH ELIGIBILITY FOR EMPLOYMENT, VOTER REGISTRATION, OR

A”OW 4_6 Weeks for regUIar PUBLIC BENEFITS.

icense . aE—

DMV Ch at | n d |Cated ”O ur NOT VALID UNTIL SIGNED
pa p er I |Ce nse |S norma I Iy on Iy DMV CHECKS ELIGIBILITY FOR LICENSING IN CALIFORNIA. IF NOTIFIED YOU ARE NOT ELIGIBLE, THIS TEMPORARY DRIVER'S LICENSE IS CANCELLED

EFFECTIVE IMMEDIATELY.
good for 6 days at a time.”

L ] SEX: M HAIR: BRN EYES: BRN
E— HT: 510 WT: 130 DOB
N

ALLOR YOUR DRIVER'S LICENSE TO ARRIVE AT YOUR ADDRESS ON FILE. FOR DMV QUESTIONS CALL 800-777-0133.

16
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Ex feh:
IDENTITY VE I[ICATION

Requirement was to submit photo of self
holding DL

Does anyone know what the flag in the
background is?

[/ ® A
d "“’;ﬁ"ti" g s R — o | o
. A ) mvummn—m.nnmmm‘hm MI
Pugoee & Faal nOude
1 & cies indcanon ‘wpose
! 2 oqummomihw
ota amp no alid .
B o < P avaistance | oy cocave il
12002
did no a ame 0 : "
g 00l O A A O B&n
Ad on AppP -
L]
be & :
) - signen)
h n
A GENERAL NOTARY- St of et R T preto 1D provded)
J()H'\]”(][ GENERAL NOTARIAL : . "
'_—7)"2‘?“3( Aug. 23, 2023 SEAL 8. 024 i
STATE OF NEBRASKA

MY COMMISSION EXPIRES
Nov. 15, 2021

orsored @

Nebraska Rectangular Notary Stamp
| Official State Notary Stamp |
Official Seals | Meets State
Specifications (Nebraska, Rectangu...

A6 whRAt (1.2

$20% $2 4%

Spansored @
Nebraska Notary State Stamp

5.0% Ak sk (3)

34

17



Exasnples: NOTARY

Student and Notary submitted incomplete/incorrect
Identity Verification Form

Second attempt was backdated prior to being notified that
we needed a new form completed

Fun fact: California Notaries must use a different form

Based on research and associated individuals, we suspect
20

the Notary was the “student’s” mom
Package address did not

match any associated
student addresses, and
was not a shipping business

—— ]

ATTEMPT #) s

ADDRESSES

3/23/2026

RECEVED
FINANCIAL AD

ATTEMPT #1 wiisms  @g Inceptia

By L0

Identity Verification

If the student is unable to appear in person at the institution to verify his or her identity. the student
must provide to the institution’s financial aid office;

. Acopy of the valid government-issued photo identification (ID) that is acknowledged in the
notary statement below, such as but not limited to a driver's license, other state-issued ID, or
passport: and

The original notarized Identity Verification form with completed Notary's Certificate of
Acknowledgement.

(Student's Signature)

ate of Acknowledgement (may vary by State)

ountvof 0% ¥ les
City/County of s ey

) e3> FassO X 10 be the above-named person who signed the foregoing instrument

;r ment-issued photo ID provided)

WITNESS my hand and official unl- -
Notary skugeee)

My commission expires on 3.\)\»’(‘ 22202
©ate)

ENTERED

15

ENTERED
2%

Admissions Application Alert: Address listed is “~515 km from the stated home address and college”

Provided address is for a home that is listed as recently “For Sale”

Property has not been sold since 1997, and Assessor information shows someone else is the owner

Check your VA Loan sligibility as of Januc How much homa can | afford? (Find out!)

House for ssle

$319,500

Sbed 3bath 1586 sqft 0.31acrelot

This cost does not seem realistic for a Pell-eligible student who just graduated high school.
The decor also does not scream “Bachelor pad,”
Maybe they changed the game settings to match their character.

18



Nebraska

ity Colleg,

ADDR[SS[S WE DID WARN YOU ABOUT THE SESSION

RATING AHEAD OF TIME,

Some of these have been caught because of physical mailings

Returned letters or phone calls regarding letters

Fhe_ P.zrs A
Usin J'\A‘LV‘S‘

el P(%S‘- Y'A:*'\JLVV\ *‘0 .f:;ﬁe_y

NE 69361
1606

7 Ban D ®
i ) r PREPARE FOR YOUR ENEMIES
Manual Overrides of Marital Status/Tax Information \J BECAUSE

Starting Transaction for our college is TO4 or higher

Amazon Web Services or Non-Existent Phone Numbers (No Search Results)
Emergency Contact: Leaving just a name without a number

Items from FSATECH@LISTSERV.ED.GOV 25/26 ISIR Load Thread: N7

v' Addresses associated with an apartment complex, Superior temporary email solusons PRO RECOVEREMAL FAQ  TEMPORARY EMALBLOG

but no unit or apartment number
SSN not associated with state, but claiming to be

born in that state ____,.g PY
Local address, but out-of-state high school

Using fake addresses or addresses that are F m g I I
associated with a home for sale on Zillow.com

Using ALL CAPS to enter FAFSA information On Deck
FTI data overridden by manual data for SAI Pell

Eligibility Free & fast, temp emails in 2 easy steps
Using email addresses from this email address
generator site: emailondeck.com

3/23/2026
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ﬁw 3 PROTECT THOSE TIMETO

up!

Strategiesr & Bedl Practices:
INTERNAL CONTROLS & RISK MANAGEMENT

Implementing robust internal audit lcn"-"“".s

programs
and continuous monitoring. > ™ &
Segregation of duties in financial { T o N = ‘&
processes. ;
Authorization and oversight.

Access control requirements, e.g., strong
passwords changed regularly, MFA,
restricted access/role-based access.
Regular fraud risk assessments to identify
and

categorize types of risk.

Leveraging data analytics to identify
suspicious patterns.




3/23/2026

Strategier & Bedl Practices:
INTERNAL CONTROLS & RISK MANAGEMENT

Cutential Travd - Risk

Sﬁmﬁ@?m & Bedl Practices:

TECHNOLOGY IN FRAUD PREVENTION

Utilizing plagiarism detection software
(e.g., Turnitin) and Al content detectors,
and secure online exam platforms with
proctoring features.

How California community colleges are using Al to battle
financial aid fraud

“i' MICHAEL BURKE

Advanced identity verification for online enrollment and financial aid.
Blockchain technology for secure credential verification.

Use Al and leverage data analytics tools to detect patterns indicative of fraud or financial
irregularities, to look at duplicate address, email, phone, or bank account info and IP addresses.

Strengthen cybersecurity with intrusion detection systems, regular vulnerability assessments,
and a “zero trust” model for access control.
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Strategiesr & Bedl Practices:
FOSTERING A CULTURE OF INTEGRITY

Developing clear Policies & Procedures for academic honesty and research ethics.

Mandatory training and awareness programs for faculty, staff, Pnssnl:ln"i}‘iigi\!gflrllnw
AND students. -~ #ﬁ"

- o . S : — ol R
Training specific to financial aid staff to recognize red flags, X
e.g., identical FAFSA data across multiple students. (

Student education campaigns about financial/criminal fraud penalties. - 07\

PIIDTEI}T YOU; %
Promoting ethical leadership and accountability from the top down. W
THEFORCEWILL NOT®

Establishing clear whistleblower policies and protected reporting mechanisms in your
department and institution-wide.

Sthrad: %@m & Beslt Practices:

COLLABORATION AND INFORMATION SHARING

Staying up-to-date with emerging trends and prevention strategies and sharing with campus
community.

Partnering with OIG, Federal Student Aid, and local law enforcement.

Sharing best practices and fraud intelligence with other institutions
and state/regional associations.

Engaging students in discussions about academic (and other) integrity.
Balancing reputation management with transparency

Protecting the institution’s image while communicating Y IFYOD mn“nw
important info about fraud. ‘HW‘T. CHECK YOUR EMAIL
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B[ARING WITH US THROUGH OUR PR[S[NTATION

Quertionr?

i slidesgo




