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While We Wait – Complete Character Profile

What…The…FRAUD
Higher Ed's most challenging strategy game

Warning: This presentation is rated: 
TEEN
“Titles rated T (Teen) have content that may be 
suitable for ages 13 and older. Titles in this 
category may contain violence, suggestive themes, 
crude humor, minimal blood, simulated gambling, 
and/or infrequent use of strong language.”
https://www.xbox.com/en-US/games/gameratings
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Character ProfilesName: Susan Stephenson
Alias: Kat Leidy, Flamma Ingo
Occupation: Senior Consultant
Knowledge Rating: Legendary
Special Skill: Knowing all the Things
Press “y” to initiate regulation recitation
Weakness: Easily distracted by cats
Known To: Horde Chips & Salsa

Name: Kelcie McBride
Alias: Anna Lyzer,Tyra D Mumm

Occupation: Financial Aid Director
Knowledge Rating: Apprentice

Special Skill: Excel & Colleague Nerd
Press “y” to initiate rule writing

Weakness: Her kiddos & Baked Goods
Known To: Yell at Computer

Tutorial & TRENDS01

Main Quest Objectives

IMPACT02
Federal Response & Requirements03
Examples04
Strategies & Best Practices05

SIDE QUESTS WELCOME
Have a question? Go ahead and 
ask! We are always looking to 

gain more XP by fulfilling 
optional objectives.
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01 Tutorial & Trends

From the Reviewers
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Tutorial: What is Fraud?
> Fraud – The wrongful or criminal deception intended as to result in financial or 

personal gain. This includes false representation of fact, making false statements, or by 
concealment of information. 
This is proven in court.

> Waste – Thoughtless or careless expenditure, mismanagement, or abuse of resources 
to the detriment of the U.S. Government. This also includes incurring unnecessary costs 
resulting from inefficient or ineffective practices, systems, or controls. 
This is subjective.

> Abuse – Excessive or improper use of a thing, or to use something 
in a manner contrary to the natural or legal rules for its use. 
This is subjective.

Tutorial: Types of Fraud
> Internal vs. External – Fraud committed by school officials vs outside threats

> Admissions – Fake apps, fake address/email/phone #, falsified transcripts, test score 
manipulation, goal of getting school credentials; the first step in accessing system for 
additional fraud 

> Enrollment – Fake students in classes (have to be enrolled for FA disbursement), 
falsified degrees/diploma mills, fraudulent certifications, distance ed schemes 

> Credential/diploma – Rising threat of fake degrees and 
certificates, AI-created docs

o Have a bachelor’s degree/not having a bachelor’s degree
o High School Diploma/GED/Homeschool
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Tutorial: Types of Fraud (Continued)
> Federal Aid – “Ghost students,” “Pell Runners,” identity theft, fraud rings, false 

financial information
o Dependent/Independent, fake marriages, sham guardianships, bogus residency claims
o Income/asset misreporting (YouTube commercial: “Cut your SAI in half with this one simple step…”)
o COA/SAP document or appeal falsification
o Improper use of funds, tuition refund fraud through drop/add abuse
o FWS fraud, misreporting time
o Loan fraud, cosigner fraud

> Scholarships, Other Aid – Data fabrication/falsification, 
plagiarism (including self-plagiarism),  “paper mills,” failure to 
report changes in eligibility, not disclosing other awards, 
COA and disability fraud.

Trends: why Fraud? It is a popular mission

$120.8 Billion 
• In grant, work-study, and loan disbursements

9.9 Million
• Students who receive federal aid annually

5,378 
• Colleges and career schools with Title IV aid

17.6 Million 
• FAFSA completed each year

From FY 2024: studentaid.gov/about
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Trends: emerging & Evolving THREATS

> Artificial Intelligence – Use of AI tools to generate falsified documents, essays, 
or SAP appeals; emerging AI-detection tools.

> Cybersecurity Vulnerabilities – FAFSA login theft, phishing of aid staff, 
hacking into SIS/ERP systems.

> Fraud Rings – Coordinated groups targeting 
community colleges and open-admission institutions. 

Trends: emerging & Evolving THREATS
> Cross-Border Challenges – Fraudsters exploiting distance education programs, 

differences in state docs (do YOU know what all driver’s licenses look like?!?).

> Synthetic Identities – Blending real and fake data to create new, fraudulent 
student records.
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Trends: How is it so easy for fraudsters?

Trends: How is it so easy for fraudsters?
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The Real Deal Fraud Expectation What You Get

Trends: emerging & Evolving THREATS

“Why So Serious?”

Boss Level: 
Drops: Legendary
Alias: Psychopathic Clown 
Prince of Crime (imdb)

Raid icons created by gravisio - Flaticon

How are they Gonna Know?

Boss Level: n/a
Drops: Common, but 
infinite loot pool
Alias: Joe Kerr (Gary)

02 Impact
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Impact: Not Just “A Financial Aid Problem”

> Reputational Damage

> Operational Disruptions

> Enrollment Impact

> Additional Security Risks

> Financial Repercussions

> Academic Integrity and Credibility

> Campus Culture

Check out the 
handout for more 
detailed Mission 
information!

03 Federal Response & Requirements
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Response & Requirements: Administrative Capability

> A school must refer to the Department’s Office of Inspector General (OIG) any credible 
information indicating that an applicantfor federal student aid may have engaged in 
fraud or other criminal misconduct in connection with his or her application.

> A school must also refer any credible information indicating that any employee, third-
party servicer, or other agent of the institution that acts in a capacity that involves the 
administration of Title IV programs, may have engaged in fraud,misrepresentation, 
conversion or breach of fiduciary responsibility, or other illegal conduct involving the Title 
IV, HEA programs.

> Remember that fraud is the intent to deceive 
as opposed to a mistake.

Response & Requirements: Office of Inspector General

The Department of Education’s OIG receives 300-500 complaints each month via their 
hotline; up to half are related to federal aid.

OIG Perspective Report: The Importance of Strengthening Internal Controls in Federal Student Aid. (December, 2024)

Institutional Ineligible Identity Theft Discharge or Repayment

Make sure you report your “Bugs”
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Response & Requirements: Office of Inspector General

Case studies from OIG Semiannual Report to Congress, No. 85 (April 1, 2022-September 30, 2022) and No 89 (April 
1, 2024–September 30, 2024).   oig.ed.gov/resources/congressional-reports

Response & Requirements: Office of Inspector General

Case studies from OIG Semiannual Report to Congress, No. 85 (April 1, 2022-September 30, 2022) and No 89 (April 
1, 2024–September 30, 2024).   oig.ed.gov/resources/congressional-reports
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Response & Requirements: OIG Resources
> OIG Perspective Report: The Importance of Strengthening Internal Controls in Federal Student Aid. (12.19.2024). 

oig.ed.gov/reports/other/oig-perspective-report-importance-strengthening-internal-controls-federal-student-aid

> U.S. Department of Education: Office of Inspector General. Read Latest News for recent cases. oig.ed.gov/

> U.S. Department of Education: Office of Inspector General. Semiannual  
Reports to Congress: oig.ed.gov/resources/congressional-reports

Contact the OIG Hotline to report ANY suspected mismanagement 
or violations of laws and regulations involving federal funds or programs:

oig.ed.gov/oig-hotline
Phone: 1-800-MISUSED (1-800-647-8733)
Online complaint form
Email:  OIG.HOTLINE@ED.GOV
Fax:  202-245-7047     
400 Maryland Avenue, SW, Washington, DC  20202-1500
Find the OIG Special Agent in Charge in your geographic area

Response & Requirements
> U.S. Department of Education Fights Fraud 

in Student Aid to Protect the American 
Taxpayer; 5.28.25 press release

> (APP-25-16) Significant Actions to 
Prevent Fraud through Identity 
Verification; 
6.6.25 Electronic Announcement

> U.S. Department of Education Prevents More 
Than $1 Billion in Federal Student Aid 
Fraud This Year, Additional Crackdowns 
Expected in 2026; 12.11.25 press release

> Federal Student Aid “Avoiding Student Aid 
Scams” Resource
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04 Examples

Examples: Transcripts

> Same Classes
> Same Grades
> CGPA Computation Errors
> Missing Graduation Date & DOB
> Other miscellaneous errors
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Examples: Transcripts
> Online Generated
> Didn’t Calculate GPA for one B Grade
> Check out the Phone Number and DOB

“me debating myself on whether or not i should make a fake account just to 
post comments on my videos“ fathermaryyy 2020-3-24

Examples: Diploma
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Examples: SS Cards
> Similar, digital signatures 
> Black line crossing the “S” in the word “Administration”
> Void in “NIS” lettering in the word “Administration”
> Void in signature line
> Same issuance date 

Examples: Driver’s License
> Several IDs received with the same picture
> Picture is too “crisp”
> Signature is a font
> Travel IDs were not issued until 2017
> In this batch, every single person was 5’5” 

and 140 lbs
> Hair can be dyed, but both of these say 

green eyes and black hair?

Batch fake 
licenses and 
wood rooms for 
a fire-breathing 
dragon = 
Definitely going 
to work out fine
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Examples: Driver’s License
> Height and Weight
> Head cut off
> Font for signature; one-name in 

signature (and it’s not Prince or 
Madonna…)

> Same face, different hair; one born in 
1989, one in 1963?

Examples: 
Driver’s License

> Submitted Paper Driver’s 
License

> Issue Date was from over a 
year prior

> Allow 4-6 Weeks for regular 
license

> DMV chat indicated “Our 
paper license is normally only 
good for 6 days at a time.”
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Examples: 
Identity Verification

> Requirement was to submit photo of self 
holding DL

> Does anyone know what the flag in the 
background is?

Examples: 
Notary

> Notary Stamp not valid
> High School Transcript 

did not match name of 
high school on FAFSA or 
Admission App

33

34



3/23/2026

18

Examples: Notary
> Student and Notary submitted incomplete/incorrect 

Identity Verification Form
> Second attempt was backdated prior to being notified that 

we needed a new form completed 
> Fun fact: California Notaries must use a different form
> Based on research and associated individuals, we suspect 

the Notary was the “student’s” mom
> Package address did not 

match any associated
student addresses, and 
was not a shipping business

attempt #1

attempt #2

Examples: aDDRESSES
> Admissions Application Alert: Address listed is “~515 km from the stated home address and college”

> Provided address is for a home that is listed as recently “For Sale” 

> Property has not been sold since 1997, and Assessor information shows someone else is the owner

This cost does not seem realistic for a Pell-eligible student who just graduated high school. 
The decor also does not scream “Bachelor pad,” but that is a matter of personal preference. 

Maybe they changed the game settings to match their character. 
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Examples: aDDRESSES
> Some of these have been caught because of physical mailings

> Returned letters or phone calls regarding letters

We did warn you about the session 
rating ahead of time. Any player 

complaints submitted for this 
reason will be disregarded.

Examples: Other things to look at
> Manual Overrides of Marital Status/Tax Information

> Starting Transaction for our college is T04 or higher

> Amazon Web Services or Non-Existent Phone Numbers (No Search Results)

> Emergency Contact: Leaving just a name without a number

> Items from FSATECH@LISTSERV.ED.GOV 25/26 ISIR Load Thread:

 Addresses associated with an apartment complex, 
but no unit or apartment number

 SSN not associated with state, but claiming to be 
born in that state

 Local address, but out-of-state high school
 Using fake addresses or addresses that are 

associated with a home for sale on Zillow.com
 Using ALL CAPS to enter FAFSA information
 FTI data overridden by manual data for SAI Pell 

Eligibility
 Using email addresses from this email address 

generator site:  emailondeck.com

Don’t get sniped.
Prepare for your enemies 
because you can’t enable 
enemy locations in real life!
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05 Strategies & Best Practices Protect those Time to 

Up!

Strategies & Best Practices: 
Internal controls & Risk Management

> Implementing robust internal audit 
programs 
and continuous monitoring.

> Segregation of duties in financial 
processes.

> Authorization and oversight.
> Access control requirements, e.g., strong 

passwords changed regularly, MFA, 
restricted access/role-based access.

> Regular fraud risk assessments to identify 
and 
categorize types of risk.

> Leveraging data analytics to identify 
suspicious patterns.
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Strategies & Best Practices: 
Internal controls & Risk Management

Strategies & Best Practices: 
Technology in Fraud Prevention

> Utilizing plagiarism detection software 
(e.g., Turnitin) and AI content detectors,  
and secure online exam platforms with 
proctoring features.

> Advanced identity verification for online enrollment and financial aid.

> Blockchain technology for secure credential verification.

> Use AI and leverage data analytics tools to detect patterns indicative of fraud or financial 
irregularities, to look at duplicate address, email, phone, or bank account info and IP addresses.

> Strengthen cybersecurity with intrusion detection systems, regular vulnerability assessments, 
and a “zero trust” model for access control.
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Strategies & Best Practices: 
Fostering a Culture of Integrity

> Developing clear Policies & Procedures for academic honesty and research ethics.

> Mandatory training and awareness programs for faculty, staff, 
AND students.

> Training specific to financial aid staff to recognize red flags, 
e.g., identical FAFSA data across multiple students.

> Student education campaigns about financial/criminal fraud penalties.

> Promoting ethical leadership and accountability from the top down.

> Establishing clear whistleblower policies and protected reporting mechanisms in your 
department and institution-wide.

Strategies & Best Practices: 
Collaboration and Information Sharing

> Staying up-to-date with emerging trends and prevention strategies and sharing with campus 
community.

> Partnering with OIG, Federal Student Aid, and local law enforcement.

> Sharing best practices and fraud intelligence with other institutions 
and state/regional associations.

> Engaging students in discussions about academic (and other) integrity.

> Balancing reputation management with transparency

> Protecting the institution’s image while communicating 
important info about fraud.
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Achievement!
COMPLETED: “Bearing with Us Through Our Presentation”
98% of Listeners have completed this achievement
(We see the 2% of you who went into “Away from Keyboard” *afk* status)

Questions?
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